DUO TWO-FACTOR AUTHENTICATION
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What is DUO Two-factor authentication?
· Two-factor authentication adds a second layer of security to your online accounts. Verifying your identity using a second factor (like your phone or other mobile device) prevents anyone but you from logging in, even if they know your password. 
· Reference - https://guide.duo.com/ 

How often do I have to authenticate?
· TAMUC’s Single Sign-On is configured to require a 2nd factor authentication once a calendar week. 

What are my choices for authentication? 
· Smart phone
· Duo Push – Duo sends a one-time approval request to the smartphone
· [bookmark: _GoBack]Duo Mobile Passcodes – One time passcode is generated at the smartphone and entered at the Duo prompt
· SMS Text Message
· SMS Passcodes – Duo sends a one-time passcode to your SMS phone.
· Phone (POTS line)
· Callback – Duo dials the pre-established phone number and uses dtmf tones to confirm the user
· Security Keys (U2F)
· Required a FIDO compliant browser such as Chrome. 
· CITE has ordered some test units to learn more about these USB keys.
· Costs are in between $15-$50, and could be purchased by departments for their employees.
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